15633 N. Meyer Rd.

Rathdrum, 1D 83858
CHARTER Office (208) 687-8002; Fax (208) 687-6167
ACADEMY stemcharter.org

January 14, 2024

To: Office of the Idaho Attorney General
Consumer Protection Division

RE: PowerSchool SIS Cybersecurity Incident

Dear Attorney General Labrador:

On January 7, 2025, PowerSchool informed our leadership team that they experienced a cybersecurity
incident involving unauthorized access to certain PowerSchool SIS customer data. We have reviewed
our audit logs and have verified the taken data primarily includes parent, student and staff contact
information with data elements such as name and address information. We informed our parents and
staff along with the Idaho State Board of Education, Idaho Department of Education and ICRMP. We do

not store any financial information, social security number etc. in our SIS System.

We continue to monitor updates from PowerSchool. Let us know if you have any questions.

Sincerely,

Cathy Richardson
IT Director



